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HTTP Archive (HAR) format

Editor's Draft August 14, 2012

This versinn:

htrpsi//w3c.github jo/web-performance/spees/HAR/Overview.ntm!
Latest version:

hups/w3c.github jolweb-performance/spres/HAR/Qverview.atml
Latest Editors Draft:

htrps:fwie github iolweb-performance/spees/HTAR/Overview.atm
Editors:

Jan Odvatko. <honza @ softwareishard conc>

Arvind Jain, Google Inc., <arvind @ google.com>

Andy Davies, <andy @andydavies.me>

Copyrigat € 2012 W3C® (ML, LRCIM, Kein, Beihang), All Rights Reserved.
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& htipsy/fjaon-schema.org b7 g

& https:/jdves.w3.org/hg/iwvebperf/raw-file/tip/specs/HAR/OV

Specification  Learn Implementations  Discussion

{ } JSON Schema

JSON Schema

The current version is draft-07!

JSON Schema is a vocabulary that allows you to annotate ard validate JSON dccuments.
Advantages

JSON Schema JSON Hyper-Schema

Make any JSON fermet a hypermedie formet
with no constraints on document structure
Allows use of URI Templates with instance data
» Validates data which is useful for: Desaribe client data for use with links using

< Automated testing. JSON Schema.

= Ensuring quality of cl'ert submitted data. « Recognizes ccllections and collecticn iteme.

+ Describes your existing data format(s).
+ Provides clear humnan- and machine- readable

documentation.

Main Interface

hitp gon humn:

All of Requests’ functionality can be accessed by these 7 methods. They all return an instance of

the Response object.

requests. request (method, url, **kwargs)

[source]

Constructs and sends a Request.

Parameters: -

method  method for the new Request object.

url - URL for the new Request object.

params - (optional) Dictionary or bytes to be sent in the query string for
the Request.

data — (optional) Dictionary or list of tuples [(key, value)] (will be
form-encoded), bytes, or file-like object to send in the body of the
Request.

json — (optional) A JSON serializable Python object to send in the body of
the Request.

headers —
Request.
cookies - (optional) Dict or CookieJar object to send with the Request.

(optional) Dictionary of HTTP Headers to send with the
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[ HttpRunner / HttpRunner @® uUnwatch~ 85 Y Star 817  ¥Fork 325
WEFRES | . | |
4 & <> Code (1) Issues 79 Pull requests 1 Projects 3 =l Wiki li Insights Settings
R One-stop solution for HTTP(S) testing. http://cn.httprunner.org/ Edit
api-test locustio performance-testing locust httptest testrunner htmltestrunner load-testing Manage topics
o AN R PR, P 774 commits I 4 branches © 42 releases 42 5 contributors gz MIT
iy V vi«nvw:;‘.rnwn. TAAREANTE, M IMLRIFRGSE .
AT
2017-06-20 ApiTestEngine J&# 2 & (0) FF&RKRE, MidEIT
2017-06-18 FO AN RETFZESERE (ApiTestEngine)
2017-09-09 WEATFEE: ApiTestEngine TIFAINEA ] 2018-05-12 HttpRunner ¥ hook #1.4l
== - D 2017-08-27 ApiTestEngine £ Locust SEI B #FAIMERENNT {556 2018-03-25 HttpRunner FBiX 2 ¥ L HUEERILH
BRI &
2017-08-20 ApiTestEngine QuickStart 2018-02-16 HttpRunner SEELB (L ZHEIR RN S
2017-08-05 How to install a package from Github that has other github depende  201a-02-08 HttpRunner @1 skip FL4SEIRAHMLE B HIRg D B TR
2017-07-17 ApiTestEngine B3t 288 (4) M FA{I-RSCET Python FHERITEF 2017-12-23 HttpRunner fRIE A 5 SHLE
2017-07-11 ApiTestEngine ;E# 2 & (3) ML AFIFELIR Python BRERIE X 2017-12-13 HttpRunner §945 R BRI
2017-07-07 ApiTestEngine S8# 2 & (2) IRRMFHEAOALALIIEARSX 2017-11-14 HttpRunner 355 HAR EkE+42
2017-06-28 3004TPython{t iB#Ti& s % O HELR 2017-11-08 ApiTestEngine IEFUE & A HttpRunner

2017-06-22 ApiTestEngine #2218 (1) FEEEMIER 2017-11-08 ApiTestEngine, B RRTAPIREMIE
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HttpRunner
w coverage '81% | python FZ/RRsruRStLmmston [Rshy

MR RN &

-~ Custom Mock Server

- httpbin.org by kennethreitz & ows I osacty

. HTTP Methods Tesing different HTTP verts
- Postman Echo services Postman Echo %

Auth Auth methods v & 37 requests
Status codes Generates responses with given status code
> W Reqguest Methods
Request |nspect|on Inspect the request data
> Bm Headers
Filters = is:open is:issue label:bug Labels  Milestones Response inspection inspect the response data like caching and header » B Authentication Methods
Clear current search query, filters, and sorts Response formats returns responses in d fferent data formats
9:': S X IEEI_IE z » B Cookie Manipulation
Y/72 K8 - an e ) -
J\ @ 14 Open v 24 Closed Author ~ Labels ~ Projects - Dynamic data Generates rendom ané dynamic cata » B Utilities
~ @ len_eq nat working with array directly in json En
#278 opened 18 days ago by hectoryo Cookies creates, reads anc deletes Cookies » BE Utilities / Date and Time
@ EEparameters#HI{LE, RERMIERSHRLY, RBEERTT EA
. th b . #2685 opened on Mey 25 by raster-walker Images Retuns different image formats » B Utilities / Postman Collection
- G 1 u lssues © skipxBMsuiteARTH, B2 skipB AsuiteEiN=RE 0H
+257 opened on May 28 by wushenghang Redirects returns cifferent redirect responses > - Auth. Dlgest

T O BENAH%H, BERFMEUNELIETEST, RisK [T Enhancemsnt
< T e S t e r H Ome #244 opened on May 22 by wuyzjun206

@ 'utf-8' codec can't decode byte 0xd6 in position 76: invalid continuation byte [IF]
X743 cpened on May 22 by lukcyjane

Anyﬂ“ng Returns anything that is passed to request

© version-1.4.4, postiEOMFIB &R B request_bodyET BT
#238 opened on May 18 by JovobHZ

O ERFRBIAbodyF 3 RPXMEHE (T

#228 cpened on May 15 by smigoYu

~ @ parameters PRAR KRS M

#226 cpened on Msy 13 by BanscnMax
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"Sschema": "http json-schema.org/draft-06/schema",

"$id": "https://github.com/HttpRunner/schemas/blob/master/json/vl.json",
2 e | "title": "HttpRunner Schemas",
4/\3 E ﬁ 3: EB E "description": "HttpRunner Schemas",
"type": "array",
"items": {
"oneOf": [

{"$ref": "#/definitions/config"},

{"$ref": "#/definitions/test"}
£H Requests interface :
I ~p INETY N "test”: { “éefinitions": {
;m\u-l‘it%{ﬁu}ﬁ@ﬂzit (JSON/YAML) "name": "create user which does not exist",
"request": {
"url": "http://127.0.0.1:5000/api/users/1000",

JSON Schemas S

"headers": {

%5

"config": {
"$id": "#/definitions/config"”,
"description": "testset config, used for public configuration",
"type": "object",
"minProperties": 1,

"device_sn": "9TN602BnlvzfybF",

"maxProperties": 1,
"token": "KkEOKIu6SRPTX3IZA" "properties": {

}e

"json": {

"config": {

"Sref": "#/definitions/config diet"
"name": "userl”,
"password": "123456" },
import requests # make sure this is installed "required”s ["config"]
from jsonschema import validate

from jsonschema.exceptions import ValidationError el

["status_code", 201]},

}s

"config_dict": {-
}I

"test": {

"$id": "#/definitions/test",

t ["content.success' e]}

schema = requests.get('http://schema.httprunner.org/json/vl.json').json()

"description": "testcase description",

"type":
"minProperties": 1,

test_input = {} # Whatever needs to be validated.

"object",

try' "maxProperties": 1,
’ "properties”: {

validate(test_input, schema) S

except ValidationError: —_— ] 2 #/definitions/test _dict'
it DR T gt o el sl demo X hrun prettify testl.json

else: ST & ' JSON ' agt ] 1SOT
print 'It is a valid collecti

success: testl.pretty.json

£"]
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import unittest

import reguests

test_get_token(self):

url = "http://127.0.0.1:5000/api/ge
method = "POST"

headers = {

get token

¢ http://127.0.0.1:5000/api/get-token
"user_agent": "i05/10.3",
"device_sn": "9TN602BnlvzfybF",

"os_platform": "ios",

¢ POST

: "ios/10. ’
"app_version": "2.8.6" : "9TN602BnlvzfybF",
: "ios",
: "2.8.6"
"19067c£712265eb5426db8d3664026c1ccead2by”

s 19067¢c£712265eb5426db8d3664026clcceal2b’

resp = requests.request(method, url, headers=headers, json=json) s content.token

status_code = resp.status_code
token = resp.json()["token"]

1/N\ [status _code, 200]

)l ¢ [content.token, 16]

i
il
il
il

assert status_code == 200
assert len(token)

¢t create user which does not e

test_create user which does_not exist(self):
url = "htt f127.0.0.1:5000/api/users/1000"
method = "POST

¢ http://127.0.0.1:5000/api/users/1000

s+ POST
headers = {
"device sn"i "9TN602BnlvzfybF",
B - N : "9TN602BnlvzfybF",
token"3 "kEoOKIu6SRPTX3IZA

¢ "KEOKIU6SRPTX3IZA"

}
json = {
: "userl"”

s "123456"

"name"31 “"userl”,

"password": "123456"

[status code, 201]
resp = requests.request(method, url, headers=headers, jscon=json) [content.success,
status_code = resp.status_code

success = resp.json()["success"]

assert status_code == 201

assert success
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debugtalk.py

NI A GIRRIES
(JSON/YAML)

S

(parameters)

{ MR EERE

pytest

| ﬁ Jinja

|

L oadrunner

@POSTMAN
L

- P{ Katalon

A H. H. H. L

Intelligent Test Automation
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“Write programs that do one thing and do it well.”
“Write programs to work together.”




L P
BIERIEE —

custon ey / eav

locate debugtalk.py => PWD

api: validate, extract,
variables

load custom.env / .env axtend & mazge

testcase: wvariables

parse tusts pacse coatig variabise ]

import builtin module

valid testcases

import debugtalk.py module

|
1
|
|
1
|
1
|
|
1
|
|
]
|
|
1
|
1
1
1
]
|
|
1
|
|
1
|
|
1
:Ioad_jests
1
|
1
|
|
1
|
1
]
|
1
1
|
1
|
|
1
|
|
1
|
|
1
|
1
1
|
1
|

parse_tests parse config variables
) ; testcase testsuite
api
file loader P S S parse config parameters
25 N
: validate : parse config parse config M-ul_L'_I
| ! =]
! JSON Schema s salidnta | name request
! Validate ’ | [ — !
| |
S ——— I
: parsed testcases(list) =
}
Raw valid data R — —
L T ==
_______________________________________________________________________ ! T

;
i
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for CRUD users."

rm: ["ios", "android"] ' )
7ﬁ<£§1ii? \
'108/10.3" :xi

${gen_random string(15)} . .‘ =) tokan Variable S
wms o Les url: /api/get-token - J

sion: '2.8.6' nethod ( )

— o3 ClJ=
http://127.0.0.1:5000 agent: Suser_agent X E
¢+ $device sn

rms S$os_platform $Var

I'ype: application/json
¢ Sapp version . -

_sn: $device_sn

sign: S${get_sign($user_agent, S$device sn, Sos_platform, Sapp version)}

grmiaEy . BRI 2B FE

e S{func($Sa, 9)}

${setup hook prepare kwargs($reguest)}

extract _hook_p _

L ) ac ks
${teardown_hook_sleep N secs($response, 2)}

-+ ST A . e . . I , tests
z % )&g\_\t el ki) e 2y s e n : create user which does not exist
1 : ["content.token", 16] ey
Valldate url: /api/users/1000
- _J me ods
% ~ setup_hooks T

LRI - J i —

( )
i: "123456"

parameters teardown_hooks

L ) - eg: ["status code", 201]
o _J - {"check": "content.success", "comparator": "eq", "expect": true
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hashlib
hmac
random

string
SECRET_KEY "DebugTalk™

def gen random string(str len):

random char list [1]

Izl %&ES{ _ range (str_len):

random_char random.choice (string.ascii_letters string.digits)

debugtalk.py

random char list.append(random char)

random_string ''.join(random char list)

random_string

get _sign(*args):

content '' . join(args) .encode ('ascii')

sign_key SECRET_KEY.encode('ascii')

sign hmac.new(sign_key, content, hashlib.shal) .hexdigest ()
sign




=$ httprunner

X hrun tests/httpbin/basic.yml --log-level debug
iabl from /Users/debugtalk/MyProjecta/HttpRunner-dev/HttpRunner/tests/.env

aing

call hook:

GET /user-agen

/2.18.4', 'Accept-Encoding': 'gzip, deflate', 'Accept': '¥/*',  '( 'keep-alive’

=» httprunner X hrun tests/httpbin/basic.y?
INFO Loading environment variables from /Users/debt

INFO Start to run testcase: basic test with httpbir®
headers
INFO

MIT', 'Content-Type':

INFO
INFO

B le: 200, response time (ms):
t to wvalidate.

"python-requests/2.18.4"\n}\n"

INFO stat od 200 response time (ms) :
INFO

Ran 2 tests in 0.924s

extract:

validate:

OK

INFO Start to render Html report ... Ran 1 test in 0.532s
INFO Generated Html 1 /Users/debugtalk/MyProj
Variables & Qutput ==——===se—eoo=e=ee=

:3458

:5000
"$BASE URL", "

{"content-type": "application/json"}}

report template
render Htm




DT

=

Request and Response data

Request:

Test Report:
Summary

Response:

Details

statscode 200
basie test with httpbin
Cbwewn  wponobnow ([
T0TAL'9  SUCCESSS  FALEDRO  ERRORO
Cosews  Nme  RepomeTme
s s sa;m
e e m2m g
s gewitowpwes 60w
s geosihpmmnwl %0 -
e gewipwamsopnsted  2097ms
mees stcoe  sw;m ok Twe Statistics
s oumteoke  slem g
Cmesm e mee
N e ST
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httprunner X locusts —-f skypixel.yml --processes 4

Loading environment variables from /Users/debugtalk/MyProjects/HttpRunner-dev/HttpRunnez
[2018-10-14 00:41:40,940] Leos-MacBook-Pro.local/INFO/locust.main: Starting web monitor at *:8089
[2018-10-14 00:41:40,946] Leos-MacBook-Pro.local/INFO/locust.main: Starting Locust 0.8.1

[2018-10-14 00:41:40,947] Leos-MacBook-Pro.local/INFQ/locust.main: Starting Locust 0.8.1[2018-10-14 00:41:40,947] Leos-MacBook-Pro.local/INFO/locust.ma
in: Starting Locust 0.8.1

[2018-10-14 00:41:40,948] Leos-MacBook-Pro.local/INFO/locust.main: Starting Locust 0.8.1

[2018-10-14 00:41:40,949] Leos-MacBook-Pro.local/INFO/locust.main: Starting Locust 0.8.1

[2018-10-14 00:41:40,952] Leos-MacBook-Pro.local/INFO/locust.runners: Client 'Leos-MacBook-Pro.local Oelabad43bdZ2aafc88ff28bc2b6ddd%ae'’ reported as read
y. Currently 1 clients ready to swarm.

[2018-10-14 00:41:40,952] Leos-MacBook-Pro.local/INFO/locust.runners: Client 'Leos-MacBook-Pro.local 1f6cda5ab3b7270dbc0e643268a60f27' reported as read
y. Currently 2 clients ready to swarm.
[2018-10-14 00:41:40,952] Leos—-MacBook-Pro.
y. Currently 3 clients ready to swarm. HOST STATUS SLAVES
[2018-10-14 00:41:40,952] Leos-MacBook-Pro. Mipedfwiwskyphalcom | READY | 4
y. Currently 4 clients ready to swarm.

Start new Locust swarm

Number of users to simulate

100

Hatch rate (users spawned/second)

10

Start swarming
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commaon

login_acccunt

httos:/ /S | 0 ir

request headers
data
variables backUrl
appld
extract
hooks

validate

backUrl
appld

o>

$SbackUrl
Sappld
http:, /SR, rcpair{index&locale=zh_CN

store

E5RE & EE

params ™ EOESE EEEEEs

common

MEZ£4% | demo

BAMZE = gFAPPL

]
jm}
]

lagin_acenunt

it
D

CEl https:/ | CE———————  |C g1

'backUrl": "$vackUrl™,
‘appTd": "$appTd"

"method": "GET"
1
"variables": [
{
'‘backUrl": "http://
8

‘appId": "store"

"login account()",

O

/repair/index@locale-zh_CN"

params




=

>k

B2 - Bop il

common

I H B R

O

#OEX

data

Key
backUrl
appld

request

key

cookies

o>

demo

EFARPL

login_accoun:
§ XXX

V  https://account.dbeta.me/login

Type Value
string ¥ SbhackUrl
string ¥ $appld

string ¥

type value

$  string %

TSRO

RUEREES

request_header

<

request_body

Wit

Vi

Conrection: "keep-alive”,

Acceot: " /",

User-Agent: "python-requests/2.19.1",
Accent-Encading: "gzip, deflate’

‘None”

params V W response_header V{
Server: "openresty”,

response_bady

Contart-Length: "1539",

ETag: "W/"Sb7echSd-ad8™,

Contart-Type: "text/html",

Conrection: "keep-alive”,

Last-Modified: "Thu, 23 Aug 2018 14.57:33 GMT",
Contart-Encoding: "gzip",

Date' "Fri, 31 Aug 2018 11:40 22 GMT"

b'<!DOCTYPE html><html> <head><meta charset=utf-8> <title>
</title> <meta name=keywords ccntent="DJI, aerial photography,
aerial filming, drone, UAV, camera gimbal quadcopter"> <meta
name=descripticn conte ... TOO LARCE ... cccunt-

cdn dneta.me/pc/staticfjs/vendor 0ec1511266339edbf707 j<>
</script> <script type=text/javascript src=https:/jaccount-
cdn.doeta.me/pc/static/js/app.d42b2b57632a7b58ec4d.js > < /script>
</body></html>'
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HERhE O E6LNNK AP FERMIL R,
rest1 [0 IR
5] luguone |

(CHEELTE api | luguo.he |
test_api_copy |l M0
st [T PR

Y api | luguo.he |

(G T api | luguo.he |
Rl api | luguo.he |
defabcabc [E) ITEREEEN
origizationService [[ERIN IEEXEH
origizationService |EE FETEEH

I~

VAN
/|

it A
MAEMZEON F=HER O AR A,
Y cstcase | luguohe

WY cstcase | luguohe

Y cstcase | luguo.he

RS EWa ] testcase | luguo.he |

MR EEE

HEBAH R ERNNID R

itz

MEMREON =/ MSAG Y FRE A RS 5.
BN i [ uguohe:

BB cesicase | luguo.he
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TEST_®TInE

Overview Todo  Milestones  Test Runs & Results [JRCUICTICERNOLLCEM  Reports  SARHEMN
Edit Test Case ( h
demo

FEXIngEMhL B HIFN B =1t

N I A
Section * Template * Type * Priority * ;Jl-" 'LI % §|
Test Cases : Test Case (Steps) s Functional : Medium : e
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